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Political factions and groups have been increasingly resorting to violence to terrorise targeted
populations and governments into submission. This new form of political warfare has had
devastating consequences upon civilians from all around the world. Indeed, their reach and
organisations are global, and terrorism is a growing concern for many countries.
 
The region commonly known as the Middle East has been particularly ravaged by terrorist groups
operating on its soil. Its recent history has been a succession of foreign interventions, which added
to the local corruption, the abundance of natural resources, the tribal and religious divisions and
the political instability, opens up power vacuums which these terrorist groups now seek to fill
with tears and blood.
 
None of their crimes would be possible if they did not have access to funds, and it will be your
duty to represent your country’s position to further the international agenda on this matter.

Topic A: Fighting the
financing of terrorist
groups in the Middle East
Introduction



Terrorism is commonly understood to refer to acts of violence that target civilians in the pursuit
of political or ideological aims. In legal terms, although the international community has yet to
adopt a comprehensive definition of terrorism, existing declarations, resolutions and universal
“sectoral” treaties relating to specific aspects of it define certain acts and core elements. For the
sake of clarity, we will look at the 1994 General Assembly’s Declaration on Measures to Eliminate
International Terrorism, which set out in its resolution 49/60, stated 6 that terrorism includes
“criminal acts intended or calculated to provoke a state of terror in the general public, a group of
persons or particular persons for political purposes” and that such acts “are in any circumstances
unjustifiable, whatever the considerations of a political, philosophical, ideological, racial, ethnic,
religious or other nature that may be invoked to justify them.”
 
In the Middle East, its origins can be traced back to the conflict surrounding the British mandate in
Palestine or anti colonial struggles. Then it has been associated with different conflicts, such as the
Lebanese Civil War (1975-1990), the aftermath of the Islamic Revolution in Iran (post 1979) and
the development of Islamic fundamentalism.
 
Most recently it has become associated with groups such as Al-Qaeda, who have orchestrated the
9/11 attacks or the London 2005 attacks. It is also linked to ISIS who have claimed responsibility
for the terrorist attacks which happened in Paris on the 13th of November 2015. It is also
important to mention that most of the terrorist attacks are carried in the Middle East by groups
such as previously mentioned ISIS and its affiliates, or the Taliban.
 
In order to train, organize and command civilians for terrorist purposes numerous resources are
needed and obviously mainly financial resources.
 
Indeed, terrorists require money to operate. Without funding, they cannot purchase weapons,
equipment, supplies, or services. Terrorist groups may be directly or indirectly linked to organized
criminal groups and may engage in criminal activities, including drugs or arms trafficking, extortion,
and kidnapping for ransom. Terrorism financing is a global phenomenon that not only threatens
Member States’ security, but can also undermine economic development and financial market
stability. It is therefore of paramount importance to stem the flow of funds to terrorists.

Terrorist groups in the Middle East: recent history



The events of 9/11 represented not only a turning point in the modern history of humanity but
also added a new dimension to the world of financial crime. The issue of terror financing has
become more acute with the recent developments in the Middle East. This underlines the strength
and complexity of the financing behind Islamic State and also its ability to finance individuals
across various countries from the Russian Federation to France and United Kingdom, from Central
Asia to Africa.
 
The use of financial markets is not part of the classic schemes in the economy of terror.
Nevertheless, big operations like those led by Taliban in Pakistan and Islamic State in Iraq and Syria
require massive amounts of liquidity which cannot be transferred through classic vehicles like
charities without arousing suspicion. Financial markets can be an alternative for moving massive
amounts of money and to dilute in those investments operations linked to the terror economy.
 
Money laundering and terrorism financing: two different things
 
Often in the literature and among experts terror financing is wrongly associated with money
laundering. Terror financing presents a wholly different concept from money laundering and, as
such, money laundering aims to clean and conceal illegal funds while terror financing generally
deals mainly with legal clean funds and rarely involves illicit money.
 
Money laundering is a crime from the moment a person that knows that the funds are illicit
handles them. Terrorism financing is a crime long after the fund transfers have taken place and
only when the end user is involved in a terrorist act. A policy or system within an organization that
targets illegal transfers will most likely find money laundering, but fail to detect terrorist financing.
In money laundering, the criminal act begins when the illicit funds are earned, while in terrorist
financing it occurs when the illicit funds are spent. Therefore, money laundering and terrorist
financing follow opposite paths which can be harboured by the same network.
 
Traditionally non-profit organizations and charities had already been identified as vectors for
disseminating this type of financing. Islamic charities are funded on the concept of Zakat, which
represents the amount a Muslim believer gives out of his or her wealth to the neediest of Muslims.
Zakat is one of the “five pillars” of Islam and a religious obligation for all observant Muslims.
 
However big operations like the Taliban in Pakistan and ISIL require massive amounts of liquidity
which cannot be transferred through classic vehicles like charities without arousing suspicion.
 
Financial markets can be an alternative for moving large amounts of money and to secrete in those
investments operations linked of the terror economy.
 

Financing of terrorist groups: a key aspect





Smuggling and looting
 
In recent years, the Islamic State in Iraq and the Levant (ISIL) as well as several Al-Qaida affiliates
have used the systematic and large-scale looting of antiquities as one of their income streams. Due
to the large-scale and organized looting activities of these groups, in particular, in Iraq and the
Syrian Arab Republic, the United Nations Security Council (UNSC), following various reports and
recommendations by the ISIL, Al-Qaida and Taliban Monitoring Team has adopted a range of
measures, chiefly among them the landmark UNSC Resolution 2347 (2017) to counter this threat.
These measures demand that both member states’ regulators as well as private sector
stakeholders take specific action to ensure that the art and antiquity trading industry is capable of
defending itself against the misuse of their services to finance terrorism.
 

Previous Actions of the United Nations

International Convention for the Suppression of the Financing of Terrorism (1999), Security
Council resolution 1373 (2001)
UNSC resolution 2178 (2014): urges Member States to disrupt terrorist financing activities
linked to Foreign Terrorist Fighters and to criminalize the financing of Foreign Terrorist Fighters
travel
UNSC Resolution 2347 (2017): to counter the financing of terrorist groups through looting and
smuggling art
Financial Action Task Force: the FATF has complemented the UN’s efforts in combating
terrorist financing through the FATF Recommendations which assist countries in the
implementation of the relevant UN instruments, including United Nations Security Council
Resolution 1373, United Nations Security Council Resolution 1267, and its successor
resolutions, and the International Convention for the Suppression of the Financing of Terrorism.
The financial provisions of these relevant UN instruments are embedded in the FATF
Recommendations which establish a range of measures aimed at preventing terrorist financing,
and ensuring that such activity can be investigated and prosecuted effectively.
Counter Terrorism Committee: on behalf of the Counter-Terrorism Committee, the Counter-
Terrorism Committee Executive Directorate (CTED) has become aware of the many challenges
faced by Member States in implementing effective freezing mechanisms. As a facilitator of
technical assistance delivery, CTED organizes expert workshops around the world to help
States establish effective freezing mechanisms that are consistent with international standards
and obligations, including relevant human rights obligations. CTED also helps States to counter
the misuse of non-profit organizations and alternative remittance systems for terrorist-
financing purposes and to detect and prevent illicit cross-border transportation of currency (a
significant problem in cashbased economies).

 



Questions A Resolution Must Answer (QARMA)

How to help states establish effective freezing mechanisms that are consistent with
international standards and obligations, including relevant human rights obligations?
How to help States cooperate regionally and internationally, including through the exchange of
operational information by relevant entities, especially national financial intelligence units?
How to help states ensure that the investigation of terrorism cases at the national level include
the terrorist-financing element?
How to counter the financing of terrorism without impending on human rights?



When one hears the word “cyber” it is most often paired with one of these words: security,
threats, vulnerabilities, exploits, intrusions, attacks, or war. Indeed, the entire landscape of “cyber”
is seen as insecure and hostile. Attempting to make sense of this space, authors invoke metaphors
like the “Wild West,” or something akin to public health safety concern, or they analogize it as a
new type of “public commons” like the sea or space, or as a “state of nature”—and with it a state of
war — where no law governs and anarchy reigns. With each metaphor or analogy, scholars and
practitioners suggest ways of solving problems related to insecurity. In the case of the Wild West,
we need a “sheriff” to impose order. In the public health instance, we need a way of monitoring,
responding and quarantining when necessary for the safety of others. And for the public
commons, we need a useful way of solving collective action problems and resource distribution
and protection. When it comes to war, however, we need strong capabilities to defend our
interests and rights.
 
Therefore, this issue should lead not to questions but concrete actions when it comes to increase
cyberpeace. Among the six dimensions of violence, there are two types of peace, according to
Johan Galtung : the negative and the positive peace. Negative peace is the absence of direct
personal violence. Positive peace, however, is the absence of structural violence. Achieving
positive peace, then, is to change the social structure that enables stratification, inequality, and
disequilibrium. It is a more robust concept than the absence of individuals directly harming each
other physically or mentally. From a cybersecurity perspective, both the human security and
positive peace frameworks give us better purchase on establishing cybersecurity in hopes for
cyber peace. This is so because cybersecurity goes beyond and is broader than the notion of
violence as bodily harm. Indeed, arguments that posit cyber “war” will never take place because
war is fundamentally of “violent character,” where violence is “always potentially or actually lethal,”
has too narrow a focus. Beyond overly restricting what counts as an act of war, it misses the entire
scope of coercive and violent acts that can happen to individuals via cyber means.

Topic B: Enhancing the
role of cyber security as a
tool for peace in the
Middle East
Introduction



It should be noted that cyber is still a maturing field. Moreover, the very definition of the word
"cyber" and its derivatives varies from one expert to another and from one State to another.
Russians talk about information technologies or information terrorism, for example, where others
talk about cyber or cyber-terrorism. Moreover, just because the same term is used does not mean
that the reality behind it is the same. The notion of cyberspace thus changes from one country to
another. For the US Department of Defense, cyberspace is "a global domain within the information
environment consisting of the interdependent network of information technology infrastructures,
including the Internet, telecommunications networks, computer systems, and embedded
processors and controllers", while for the National Agency for Security of Information Systems
(ANSSI), cyberspace is "a communication space constituted by the worldwide interconnection of
automated digital data processing equipment".

Definitions

Countries in the Middle East are increasingly investing in information and communication
technologies (ICTs). Social infrastructure, the financial sector, government services, schools, and
hospitals in the region are now irreversibly dependent on interconnectivity and the Internet. At the
same time, the role of ICTs has become an integral part of the future of domestic and international
security architecture in the Middle East, emphasizing the need for the development of effective
cybersecurity at a regional level. The majority of global military powers have developed
cyberwarfare capabilities and doctrines, and this will inevitably result in more states acquiring this
capability in the near future. Non-state actors have also become highly proficient in exploiting
cyber vulnerabilities. This environment raises questions about the trends in cyberwarfare and
offensive cyber tactics, the appropriateness of existing international humanitarian laws on the use
of force in cyberspace, and the concomitant obligations of states and international institutions in
managing all of this.  A cybersecurity culture in the Middle East that focuses on individual, national
and international security must be promoted, in order to include all essential stakeholders to
effectively address the threat of cyberattacks in the region.
 
Governments, businesses, and individuals in the Middle East are adopting connected digital
technologies and applications on a massive scale in a process known as digitization. The Middle
East’s digital markets are expanding at an overall compound annual growth rate of 12 per cent and
could add as much as US$820 billion to gross domestic product and create 4.4 million new jobs by
2020. Millions of home users joined cyberspace and social networking websites during the Arab
Spring in 2011 and, according to statistics from the Internet World Stats database, in North Africa
alone Egypt had 34.8 million Internet users, Morocco had 20.2 million, Algeria had 15 million, and
Tunisia had 5.8 million in December 2016. 

Relevance of the topic



Social networks and web applications played a critical role in the 2011 uprising, profoundly
affecting regional politics. These social media outlets offered an opportunity for people in the
region to self-mobilize and create online communities, but they also increased the frequency and
scope of cyberattacks, cybercrime, cyberterrorism, malware, digital espionage and violations of
privacy. The worst outcome of this growth in Internet abuse would be that the “Internet breaks on
our watch”. In this situation, the costs that would arise as a result of the activities of offenders and
the simultaneous impact of greater government control of the Internet could increase to a point
where people and organizations reduce their use of the Internet.

Cyberspace actors

Israel, the regional leader

States are the main actors in cyberspace in the Middle East for the simple reason that the mastery
of the cybernetics field requires not only technical know-how, but also adequate infrastructure
and people with the necessary skills. In addition, the development of certain defensive and
offensive capacities requires significant funds that do not are not within the reach of non-state
groups. It is therefore possible to establish a typology of the States of the region, on the basis of
these criteria, which will at the same time allow the strategies to be addressed of each of them.
 
States

Cyber has been the subject of particular attention in Israel for several years. One of the first
initiatives date back to 1997 with the establishment of Tehila. However, it has been since then
that Benjamin Netanyahu's accession to power in 2009, that initiatives in this area have been
multiplied. The Netanyahu administration does consider cyber as a priority national and strategic.
Israeli Prime Minister wants to make his country a world leader in this area and has therefore
decided to mobilize significant sums to achieve this.
The Israeli government has put in place a strategy that can be divided into four main areas
complementary: raising public awareness of cyber issues and "hygiene computer science", youth
education, scientific and academic research and the creation of a solid industrial base in
information system security (ISS). Israel effectively intends to strengthen its ISS industries, such as
Elbit Systems and Elta Systems, a branch of Israel Aerospace Industries. These two companies are
also considering participating in a consortium of companies specialising in ISS, including Nice and
Verint, in order to coordinate their efforts and pool the funds allocated by the State to support
R&D. The Israeli government has decided to allocate nearly half a billion shekels (or nearly 125
million) to this sector of activity which is considered by policy makers as an engine of economic
growth.
Israeli initiatives include also the overall organization of the military structure. The Ministry of
Defence has thus equipped itself with since January 2012 of a central administration in charge of
cyber whose mission is to coordinate the efforts of Israeli security services and support defence
industries in their project to develop advanced cybernetic systems. The army, for its part, has put
in place has set up a cyber defence centre since February 2013 to monitor attempted attacks on
military networks12. Currently composed of about twenty soldiers, this structure is operational 24
hours a day, 7 days a week. The number of soldiers in the force is expected to increase during
2013. This cyber defence centre works closely with Tehila and the internal security services, Shin
Beth, which provide security for critical infrastructure. of the country (energy, financial markets,
communication networks and transport sector).



Iran is trying to catch its delay
Iran was sensitive to the cyber issue long before it was the target of sophisticated attacks.
However, there is no doubt that they have led the Iranian authorities to question and readjustment
of its cybernetic strategy. Iran has therefore decided to devote more resources to closing the gap
it had left in this area. According to Frank J. Cilluffo, the Director of Homeland Security Policy
Institute of George Washington University, the Government of Tehran has mobilized $1 billion to
strengthen its cybernetic capabilities from both a defensive and offensive standpoint. Whatever
the reality of this figure, Iran's willingness to make cyber a priority is very real. For Iran, the
cybernetic domain is indeed an element that must now be integrated into any strategic reflection
insofar as it modifies not only the only the balance of power between States but that it also has
direct consequences on the armed clashes. The commander of the anti-aircraft forces of the
revolution, General Farzad Esmaili, stated in October 2012 that the next wars that Iran will have to
face will have nothing to do with the previous ones. 
 
With regard to the offensive aspect, Iran has chosen to favor indirect confrontation with countries
it considers hostile. Rather than the frontal opposition, the Iranian authorities prefer to use
intermediary opponents. Iran therefore supports movements that are not officially attached to it
but that act in its interest. Iranian leaders have thus maintained the cybernetic strategy that has
been theirs for several years. Such a choice makes it possible to avoid Iran's direct involvement
and thus the possibility of denying responsibility for any incidents fairly easily. Thus, when the
Saudi authorities accused Iran of being at the root of the cyber-attacks on Aramco's facilities,
Iranian leaders stated that they were not responsible for this operation claimed by a group called
Cutting Sword Of Justice. This group became known at that time but has remained particularly
discreet ever since. For the American security services, there is no doubt that Cutting Sword of
Justice acted with the support of the Iranian government. Technical experts consider that the
computer virus used for this operation could not be designed by a simple group of hackers, but
they have not proved that Iran was behind the attack.
 
In the light of all these initiatives, several countries regularly accuse Iran of being the source of
attacks against them. Saudi Arabia and Qatar, for example, but also Israel, which claims that its
information systems are targeted daily by Iranian infiltration attempts, and the United States,
which blames Tehran for cyber attacks on several American banks between September 2012 and
January 2013. The US authorities believe that these incidents are a response to the economic
sanctions imposed by the Obama administration on Iran because of the military dimension of its
nuclear programme.
 
 



The awakening of the other states in the region
The cybernetic domain has not always been perceived as a strategic emergency by other countries
in the region. In reality, this awareness has been gradual. First of all, due to the multiplication of
attacks, more or less virulent, to which they have all been targeted, it is the discovery in 2010 of
the Stuxnet computer worm that is truly at the origin of the "cyber awakening" of the Middle East
States". 
 
In the Arabian Peninsula, the issue of cyber was first addressed from the perspective of
cybercrime. In a broad sense, which mixes moral, security and political issues, this subject was very
quickly the subject of strict legislation within the countries of this region. While cybercrime
continues to be an issue, the Arabian Peninsula is now more interested in the defensive dimension
of cybercrime. To respond to this problem, States take advantage of the privileged relations they
maintain with American ISS companies and with the United States government, particularly in the
field of defense. While the American vision tends to gradually influence these countries' approach
to cyberspace issues, each government develops its own analysis and takes its own measures.
 
Nevertheless, the particularity of the Arabian Peninsula lies in the fact that the security of
information systems has been entrusted in most States to CERTs (Computer Emergency
Response Teams) and not to central agencies as is the case in Israel or Iran. However, these CERTs
are attached to a national body that is directly accountable to the government. For example,
Qatar's CERT, called QCERT, is part of the Supreme Council of Communications and Information
Technology, founded in 2004. QCERT works closely with the public and private sectors and it is
within QCERT that the reflection on the emirate's cybernetic strategy takes place. In Qatar, the
private sector is actively involved in the national effort, especially since the attack on RasGas, the
national liquefied gas company, in the summer of 2012. In March 2013, the Qatari Institute of
Computer Research (QCRI) announced that it was setting up an analysis centre to provide the
necessary tools to protect the emirate.
 

Other actors

Non-state actors and their links with Middle East states
The Middle East, like other regions, is plagued by hackers who operate independently of any
structure. They most often belong to hacker groups that are poorly organized, and within which
there is no hierarchy, although some may also act alone, in their own name. The vast majority of
them justify their actions with a more or less constructed political discourse. Examples include the
Anonymous Hacker 972, which made Saudi student email addresses and passwords public, and a
hacker linked to the 0xOmar exp group, which revealed thousands of credit card numbers
belonging to Israeli citizens. These two operations took place in January 2012.
 
There are also movements such as the International Muslim's Cyber Army or the Muslim
Liberation Army, which are groups defending an Islamist ideology. They target both Muslim
countries, such as Saudi Arabia, and states considered hostile, such as Israel. For them, these
actions are part of a cybernetic jihad. This is referred to as "cyber jihad" or "e-jihad". 
 
 



The exemple of The Anonymous, minority particularly active in the Middle East

The second Cyber Hezbollah conference, held in Tehran in September 2011, was devoted to this
subject. Entitled "Clic de résistance", this event focused on ways to bring jihad into cyberspace and
how to highlight blogs dedicated to the resistance and operations of different jihadist groups. The
main intervention was given by Dr Hassan Abbassi, Director of the Iranian Centre for Doctrinal
and Strategic Studies. Electronic jihad was also highlighted by Al Qaeda in a video released by the
US authorities in 2012. It should also be mentioned that some states have more known links with
certain groups, such as Iran and the Iran Cyber Army (ICA) and between Syria and the Syrian
Electronic Army (SEA).
 

Anonymous is a hacker collective that includes hackers from the Middle East as well as from
outside the region. Most of the time, its interventions are limited to distributed denial of service
attacks or "defacements" but since its involvement in the Tunisian popular uprising at the end of
2010 - early 2011, Anonymous has diversified its forms of engagement by also providing
logistical support to the populations it wishes to help. In Tunisia, the movement has not only been
involved in piracy operations, but has also taught opponents of the Ben Ali regime to share online
videos and hide their identities on the Internet so as not to be detected by the authorities. It has
distributed manuals in Arabic but also in French so that all Tunisians can have access to this
information. Anonymous has also developed a Greasemonkey script so that opponents do not get
caught up in the fishing campaign organized by the Tunisian government Anonymous also claimed
the piracy that allowed Wikileaks to publish the Syrian files in July 2012. Composed of millions of
emails (2,484,899 to be exact) written between August 2006 and March 2012, these documents
show, according to Anonymous and Wikileaks, the double game of Western companies that have
continued to provide the Syrian authorities with communication and cyber security equipment
despite the start of the clashes. Anonymous also targeted Syrian leaders by publishing on the
Internet the e-mail addresses and passwords of almost 80 of them. A few days later, it was
President al-Assad himself's turn to be targeted by the hacker collective that hacked his emails and
forwarded them to Syrian opponents, who made them public quite quickly.
 
 
 



Islamist movements in the Middle East have an interest in cybernetics in at least five key areas
related to their activities: recruitment and training of their personnel, financing of their
organisation, propaganda, communication and intelligence. These five areas of activity, whether it
be Al-Qaida, Hezbollah, Hamas or other groups in the region, effectively form the basis of their
cybernetic activity and complement the tools they already have at their disposal. States too did not
wait until they had such means at their disposal to conduct intelligence and sabotage operations.
Cyberspace is actually being coupled to older practices, although it does make them more
effective. The modalities of action by states and non-state groups are thus affected, such the
conduct of military operations by armies.
 
For example, Cyber can be used as a strategic communication weapon. As we have seen with
Hezbollah or Hamas, mastering the communication dimension of cyber is, for some movements, as
important as having efficient military means, since it is part of a psychological warfare that aims
not only to damage the morale of the adversary but also to win hearts and minds. From this point
of view, non-state groups are not the only ones concerned, States also see their interest in the use
of such methods. This is of course not a novelty due to the emergence of new technologies - the
notion of propaganda and counter-propaganda has always been part of international relations -
but the rise of these technical means allows for a wider dissemination and exposure of the official
speeches of each of these actors.
 
Until the attacks of 11 September 2001, Al-Qaida used mainly the Arab media, and in particular
the Qatari news channel Al Jazeera, as a communication medium. It was only after 2001, to make
the impact of the New York attacks more effective, that Al Qaeda decided to make massive use of
the Internet. Video, texts and forums have therefore become very strong vectors of propaganda,
both to create emulation within its ranks and to convince other jihadist movements of the strength
of its actions and their legitimacy. Just read the 2nd issue of Inspire, put online on March 21, 2011
by AQPA's communication branch, Al-Malahem Media, to see this. The real impact of these
methods is difficult to assess, but they have in any case led the Americans to conduct a large-scale
cyber operation against al-Qaeda websites in Yemen. In the other hand, cyber has also shown
darker faces such as intelligence and theft of information, and as a sabotage tool. For instance,
Gauss, a trojan horse virus, can attack SCADA (Supervisory Control and Data Acquisition) systems,
which are automatic systems that organize certain infrastructures, particularly in the water,
transport and financial sectors. In other words, Gauss is not only spyware, it can also inflict
physical damage.
 
 
 
 
 

The strategic interest of the cybernetic tool



On cyber security as a tool for peace in the world

On cyber security as a tool for peace in the Middle East

In 2001 and 2002, the UN released two resolutions (5/63 and 56/121) about the criminal misuse
of information technologies. The year after, the UN decided to create a global culture of
cybersecurity. In 2004, this system was improved because another part was added with the
protection of critical information infrastructures through the resolution 58/199. Finally, the
resolution 64/121 in March 2010 created a taking stock of national efforts. Many efforts are still
to do to improve the global framework on cybersecurity, even if this topic was added to the global
UN agenda.
 

A report, co-written by Samer Bohsali, Fadi Majdalani, Jeremy Lindeyer, Eduardo Alvarez and other
specialists of the cyber security questions mention three strategic imperatives that could be
applied in the world, but especially in the Middle East. Indeed, this defensive national cyber
security program has three ways that must be respected, nicknames the CCC framework. 
This program would first be comprehensive in nature. An effective national cybersecurity program
must encompass not only government, but also the private sector and citizens. Ensuring the cyber
security of a country is a complex undertaking that requires the consideration of many aspects the
involvement of a host of governmental and private stakeholders, and the alignment of a wide array
of elements.
Moreover, the program should also be intentionally collaborative. The strategic approach to cyber
security is based on the hard reality that it is not possible to defend all of a country’s digital assets
without the collaboration and integration of all of the primary stakeholders from the private and
public sectors, and citizens using the nation’s digital networks. Private companies can be targeted
by state entities and may need support from their own state. For example, the Sony hack in late
2014 appears to have involved a state actor targeting a commercial organization. Accordingly,
collaboration between governments, commercial institutions, and individuals will become of
paramount importance in the future.
Finally, the program should be capability-driven : the ability to respond quickly and effectively to
cyber-attacks, although an important component of a national cybersecurity program, is not
enough to protect a country’s digital assets and infrastructure. A hallmark of a strategic approach
is that it includes both reactive capabilities and proactive capabilities that enable the prevention
and deterrence of cyber-attacks. A world-class cyber-security program must provide proactive
protection by addressing the following three elements: First, development and nationwide
adoption of information assurance standards that are designed to elevate the resilience of
country’s critical cyber assets and reduce corresponding risk levels. Also, regular and ongoing
measurement and testing of national cybersecurity capabilities to identify exploitable weaknesses
and gaps and develop mitigation plans. Finally, assurance that cyber security is considered as a
component in the decision making and daily activities of the government, the private sector, and
citizens.
 
 
 
 

Previous Actions of the United Actions



Establish a central national cyber-security body: The national government should establish a
central national cyber-security body (CNCB) responsible for defining and supervising the
national cybersecurity agenda. It is imperative for this entity to be independent and not part of
any existing public organization, such as ministries, councils, or regulatory authorities. This will
ensure the impartiality of the body, which is the key to eliminating any lack of cooperation from
a group of stakeholders and ensuring collaboration. At the same time, this newly created body
has to be empowered by the highest authorities, such as the national security council, and
officially mandated through laws or decrees, to ensure its credibility and give it sufficient
authority vis-à-vis public and private organizations.
Define a national cyber-security strategy: The CNCB should create a national cybersecurity
strategy that is aligned with the country’s vision, national interests, and national/regional
security imperatives. As mentioned earlier, the strategy should be comprehensive, collaborative,
and capability-driven. One of the key success factors of the strategy is the full involvement of
key national stakeholders throughout the process of developing the strategy, to ensure that key
ideas and elements are reflected in the strategy. This approach is preferable to the one that
some authorities take of developing a strategy in silos, which makes it very difficult to socialize
the strategy and obtain stakeholder support.
Establish a national dialogue: The CNCB should establish the national dialogue across key
stakeholders to start the collaboration process. This dialogue can take the form of a national
cyber-security governance body chaired by the CNCB, through working groups that focus on
specific topics or industries, or through regular conferences and other events.

The establishment of a safe and secure environment for existing and future digitization initiatives
in the Middle East is a challenging undertaking that we believe must begin at the national level
with a strategic approach to developing a comprehensive cyber-security program that follows the
CCC framework. Such a program must be governed by a dedicated authority and enlist the
commitment, effort, and resources of all of its stakeholders to deter proactively and respond
effectively to cyber attacks.
 
In this regard, the national governments of the Middle East have specific considerations that do
not always hold true outside the region. For instance, the close ties between government and
major industries — and the public initiatives that drive sector development (such as the Tawazun
Holding economic program in the United Arab Emirates) — offer a leg up on the strategic
imperative of collaboration. Conversely, the dearth of homegrown talent creates obstacles to
standing up essential cybersecurity capabilities and thus, executing a national strategy. With the
unique considerations of the Middle East in mind, we recommend six initial steps that
governments should undertake in the adoption and implementation of their cybersecurity
programs.
 
1.

2.

3.

 
 
 

A pratical approach for the Middle East



Establish a national dialogue: The CNCB should establish the national dialogue across key
stakeholders to start the collaboration process. This dialogue can take the form of a national
cyber-security governance body chaired by the CNCB, through working groups that focus on
specific topics or industries, or through regular conferences and other events.
Build preventive national cyber-security capabilities: The CNCB should take the lead in
building preventive national cyber-security capabilities. This includes the development of
national cyber-security standards and policies, such as a national information assurance
standard. It also includes establishing a national compliance body that ensures the
implementation of such standards and policies.
Build reactive national cyber-security capabilities: The CNCB should also drive the
establishment of reactive national cyber-security capabilities. This includes the establishment or
empowerment of a national Computer Emergency Readiness Team. Because in most countries
such organizations already operate in one shape or another, it is imperative to align the
strategic direction of the Computer Emergency Readiness Team with the national cyber-
security strategy. This leverages the power of collaboration to define the types of responses
that the country wants to build.
Define a national talent strategy: Attracting talent within the cybersecurity space is inherently
challenging. This task is particularly difficult in most emerging markets, including the Middle
East. To increase interest in cyber security both organically and inorganically, individuals, and
especially students, should be incentivized to join the industry. This requires establishing clear
cyber-security curricula in national and regional universities, in alignment with government and
commercial organization requirements. Experts should be attracted through collaboration
programs with international organizations and with attractive financial packages. Finally, nations
in the region should host world-class forums to raise awareness and interest at a national and
regional level. Some of the Middle East countries that already have a national talent strategy
should incorporate cyber security within their existing talent development agendas.
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